At National Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online

safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.
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Catfishing is when someone creates afake Catfishing can escalate very gui \S ' Go through children’s security and privacy settings
online profile to trick people into thinking they M&QJMMWMM IS thoroughly to ensure that their online profiles are

- agoal =whatever that may be = they are likelyto set to private. This means that only friends can see
want to getthings moving as quickly asipossible their profile and can contact them. ltmay also be a
and may seem desperate orwantto push a | goodideato checkithrough children’s friendslist
relationship withoutievenmeeting: with them and closely monitor their usage,
especially if they are being secretive

are somebody else. They assume.a fake

identity and go the extra mile to make their

___victim-believe that they are exactly who they . -
---  say they are. Catfishers make up life stories A
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victims to create fake identities. They will ‘
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Catfishers Jamglj who create fake identitiesiand *Insome cases, it's difficult to stop young people

couldbe g other people’s photos and from talking to new people. In these circumstances,
pretending tobe them:ltisicommoniforiraudsters: encourage childrento be curious and ask lots of
- E==— = to post pictures stolen from social mediasites, | questions rather than rely on the information given

including Facebook and Instagram. Catfishers may | Insomeone’s online profile. Through the course of
uj{uil}'. nit chat to text-based messaging and | conversations, there may be inconsistencies with
anything involving video is likely to be shunned for whatis said and catfishers may be vague in
. \response to specific questions about themselves.
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Catfishers can be anyone and target anyone of any. : It’s vital that children know never to arrange to.

fearof revealing theirtrueidentity.

age. They may target children and aimto lure them ‘meet up with people they meet online, and never to.
nﬁ‘u sexual j’l tionship ortrick them into'sending send money to them. Tell them to al speaktoa
= - nude orinappropriateimagesof themselves. trusted adult if they are being pressuredinto doing

—= something they are not comfortable witt
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Catfishers may also try totrick children out of money ) Have regular and honest
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Offer support

Our Expert

Always encourage children to talk to a trusted adult about anything
that has made them feel uncomfortable online, particularKl if Pete BCIdh
someone they don’t know has contacted them. j

Pete Badh is a writer with over 10+years in
researchand analysis. Working withina

Report and block

Make sure that children are aware of how to report and block accounts on

all platforms that they use. YOL# canreport fake qccount? and block users to specialist area for West Yorkshire Police,
revent them from viewing a child’s profile. q 2
\- B 4 = Pete has contributed work which has been
Check with Google | pwotal in successfully winning high profile
f ath — " cases in court as well as writing as a subject
If you are concerned that someone is using a child’s photographs for .
v their own benefit, use a Goo?le imqgegsearch to gheckgAftper matter exPert for 'ndUStrU handbooks.
uploading a photo%raph, use related images to see if anyone else is
° using photos that the child has previously shared online. If this is the

i case, report the user directly to the platform. j

A > Report to authorities

If you suspect that a child has been the victim of any fraudulent,
illegal or inappropriate activity, then you should immediately report it
to the local police or authority. VAN
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www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.09.2020




